
































CYBER SECURITY REQUIREMENTS: 

  
 

1. The OEM/Supplier/Vendor shall comply with the CEA (Cyber Security in Power 
Sector) Guidelines, 2021. A copy of the Guideline is enclosed.   

 
2. The OEM/Supplier/Vendor shall ensure that Cyber Security Conformance 

Testing has been carried out on the ICT equipment, supplied to DVC, as per 
the MoP Order No. 25-11/6/2018-PG dated 02/07/2020, 12/13/2020-T&R dated 
8th June 2021and12/34/2020-T&R dated 24th December 2021 and its 
subsequent revision, modification, updation etc.  

 
3. The OEM/Supplier/Vendor shall ensure that the ICT equipment that have the 

capacity to generate logs is enabled to capture the logs generated. Also, the 
OEM/Supplier/Vendor shall ensure that proper storage capacity of the logs for 
rolling period of 180 days is provisioned.   

 
4. The OEM/Supplier/Vendor shall ensure that the ICT equipment that have been 

supplied and commissioned by the OEM/Supplier/Vendor, proper Information 
Asset Register and Risk Register have been prepared by them in accordance 
with the template provided by DVC. The Information Asset Register and Risk 
Register shall be provided to DVC during handing over the system to DVC.  

 
5. The OEM/Supplier/Vendor shall conduct cyber security audit by CERT-In 

empanelled cyber security auditors after installation & commissioning of the 
Product/System/Services supplied to DVC. This shall also include closure of all 
vulnerabilities reported and submission of audit closure report before handing 
over the Product/System/Service to DVC.    

 
6. The OEM/Supplier/Vendor shall conduct periodic cyber security audit (period 

defined as per the applicable CEA/CERT-In audit guidelines, twice in a year for 
IT and Once in a year for OT) by CERT-In empanelled cyber security auditors 
during the support/AMC period of the Product/System/Services supplied to 
DVC or till termination of the support/AMC to DVC. This shall also include the 
closure of all vulnerabilities and submission of audit closure report within the 
defined timeline as per the applicable cyber security guidelines.   

 
Other Requirements 
 
1. To execute NDA and  
2. Stringent Information Security SLA including but not limited to 

 Vendor declaration of open vulnerability 
 Timely closure of reported vulnerability 
 Patching of gaps reported during Cyber Security Audit (VA/PT) 

including upgradation of H/W or S/W or configuration if needed. 
 Secure coding practices. 


















































